
BLUETOOTH LOW ENERGY 
UNMASKED:

HIGH-IMPACT INSIGHTS FROM SCALABLE DEVICE HUNTING



whoami
Matthew “remy” Remacle
husband, father, hacker, rat
X: @_mattata / Bsky: @remyhax /
Web: remyhax.xyz

architect @ GreyNoise
patterns and protocols on the 
internet

bluetooth security “expert”
~4 years of cyan tinted toothache 
will do that



whyami
bluetooth is everywhere
and more everywhere than ever

non-trivial
i like a good challenge

medical devices
more FDA approved devices every 
year



whatami (doing)
1. the domain expertise needed to work with Bluetooth and 

radio communications in general is hard.
2. measuring the impact of security and privacy implications 

of Bluetooth is even harder.
3. the cyber security community primarily takes action once 

tools are available to provide quantitative and 
qualitative measures.



HOWami (going to do that)
build custom Bluetooth hardware for ~$100 (no soldering 
required), learn well-informed shortcuts for remote 
identification, oblique strategies for exploitation, and pop 
some shells.

DoS is dangerous again.



1. rattaGATTa - hardware
2. blUUID - analysis
3. blURI - scope / SHOOT



rattaGATTa
Scalable Bluetooth Low-Energy Survey

https://remyhax.xyz/posts/ext-rattagatta/
https://github.com/xen0bit/rattagatta

https://remyhax.xyz/posts/ext-rattagatta/
https://github.com/xen0bit/rattagatta




Initial Exploration // M5Stack ESP32





Cited with permission, labels added: 
https://x.com/ea4eoz/status/1761886847234408611

https://x.com/ea4eoz/status/1761886847234408611


Data Collection // Passive



Data Collection // Active



Data Collection // Active



Data Collection // Active



The Wifydra // Multi-headed 802.11 panopticon
https://github.com/lozaning/The_Wifydra

https://github.com/lozaning/The_Wifydra


Component Link Quantity Cost

Seeed Studio XIAO 
ESP32-S3

https://www.seeedstudi
o.com/XIAO-ESP32S3-
p-5627.html

14 $91

M5Stack Core2 ESP32 
IoT Development Kit

https://shop.m5stack.co
m/products/m5stack-co
re2-esp32-iot-develop
ment-kit?variant=35960
244109476

1 $46

2.4GHz Rod Antenna 
for XIAO ESP32-S3

https://www.seeedstudi
o.com/2-4GHz-2-81dBi-
Antenna-for-XIAO-ESP
32C3-p-5475.html

14 $26

https://www.seeedstudio.com/XIAO-ESP32S3-p-5627.html
https://www.seeedstudio.com/XIAO-ESP32S3-p-5627.html
https://www.seeedstudio.com/XIAO-ESP32S3-p-5627.html
https://shop.m5stack.com/products/m5stack-core2-esp32-iot-development-kit?variant=35960244109476
https://shop.m5stack.com/products/m5stack-core2-esp32-iot-development-kit?variant=35960244109476
https://shop.m5stack.com/products/m5stack-core2-esp32-iot-development-kit?variant=35960244109476
https://shop.m5stack.com/products/m5stack-core2-esp32-iot-development-kit?variant=35960244109476
https://shop.m5stack.com/products/m5stack-core2-esp32-iot-development-kit?variant=35960244109476
https://www.seeedstudio.com/2-4GHz-2-81dBi-Antenna-for-XIAO-ESP32C3-p-5475.html
https://www.seeedstudio.com/2-4GHz-2-81dBi-Antenna-for-XIAO-ESP32C3-p-5475.html
https://www.seeedstudio.com/2-4GHz-2-81dBi-Antenna-for-XIAO-ESP32C3-p-5475.html
https://www.seeedstudio.com/2-4GHz-2-81dBi-Antenna-for-XIAO-ESP32C3-p-5475.html




● Each square of the 
rg-logger grid will 
begin black as 
uninitialized

● As rg-collectors are 
initialized the grid 
items will become green

● As rg-collectors exceed 
their check-in time, 
items become red

● Red items are 
prioritized for polling 
logs and the timer is 
reset, turning the items 
green



Word Cloud // overview



blUUID

Remote Device Identification
https://remyhax.xyz/posts/ext-bluuid-firewalla/

https://remyhax.xyz/posts/ext-bluuid-firewalla/


How Bad is the Best-Case Scenario?
If a vulnerability exists in a BTLE device, one of the 
overall best-case scenarios for a device to ever receive a 
patch for a software bug/vulnerability is through a 
companion smartphone app since a smartphone has both:

● An internet connection capable of downloading the patch.
● A BTLE radio capable of pushing the patch to the 

vulnerable BTLE device.



I am very original
● BLEScope (November 2019)

○ Automatic Fingerprinting of Vulnerable BLE IoT Devices with Static 
UUIDs from Mobile Apps

○ https://dl.acm.org/doi/10.1145/3319535.3354240

● BLE GUUIDE (July 2023)
○ Uncovering Vulnerabilities of Bluetooth Low Energy IoT from Companion 

Mobile Apps with Ble-Guuide
○ https://github.com/projectbtle/BLE-GUUIDE

● Blue2thprinting (November 2023)
○ Blue2thprinting (blue-[tooth)-printing]: answering the question of 

‘WTF am I even looking at?!'
○ https://github.com/darkmentorllc/Blue2thprinting

https://dl.acm.org/doi/10.1145/3319535.3354240
https://github.com/projectbtle/BLE-GUUIDE
https://github.com/darkmentorllc/Blue2thprinting


“Feel free to get 
technical”

Understandably ghosted 



“Our legal team is 
opposed to 

granting access”
Understandable, have a nice 

day



lol



Does this Remote Identification System Work?
● ~3M apps in Google Play Store
● 515,765 of those apps indexed
● 74,590 of those apps had android.permission.BLUETOOTH

○ apkanalyzer manifest permissions unknown.apk | grep 
‘android.permission.BLUETOOTH’

● 45,735 of those apps acquired
● 14,681 of those apps included classes for 

android.bluetooth.BluetoothGatt.*
○ unzip -qq -c unknown.apk "*.dex" | grep 

'Landroid/bluetooth/BluetoothGatt'



UUID Caveats



$UUID



It works!
Instant identification of 
ephemerally accessible BTLE 
device with 95% accuracy



“Vulnerability Analysis”
● Create Github repo of decompiled APK
● Github yells at you that you’ve committed a private key

○ It’s not your private key

● Profit?????



CVE-2024-40892 - Firewalla BTLE Weak 
Credentials

CVE-2024-40893 - Firewalla BTLE Authenticated 
Command Injection

https://github.com/xen0bit/fwbt

https://github.com/xen0bit/fwbt






blURI

Appropriately describe and enumerate BTLE devices by 
URI







Special thanks to:
My wife, n8, xeno 
kovah, the slop pit 
crew



Questions?


